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Executive Summary

Authentication health grade: A (92/100) · Overall domain risk: low · Email provider: microsoft

We identified 1 finding requiring attention (0 critical, 0 high). Gmail requires bulk senders to authenticate mail, keep
spam rates low, and support easy unsubscribe; the findings below map observed signals to concrete remediation.

Findings & Remediation

1. 🟡  MEDIUM — DMARC AT P=QUARANTINE — ONE STEP FROM FULL PROTECTION

Record: v=DMARC1; p=quarantine; rua=mailto:dmarcreports@mxtoolbox.com

Remediation: After 2–4 clean weeks of reports, move to p=reject for full spoofing protection and best-in-class sender
signals.

What’s Working

✅  SPF present with hard-fail (-all) — v=spf1 include:spf.protection.outlook.com
include:45310198.spf06.hubspotemail.net -all
✅  DKIM configured (2 selectors: selector1, default)

Domain Profile

Signal Value

MX dynamicsgroup-com02b.mail.protection.outlook.com

Provider microsoft

SPF v=spf1 include:spf.protection.outlook.com include:45310198.spf06.hubspotemail.net
-all

DKIM
selectors

selector1, default

DMARC v=DMARC1; p=quarantine; rua=mailto:dmarcreports@mxtoolbox.com

BIMI absent

Catch-all no



Signal Value

Naming
pattern

f.lastname (82% confidence)

Recommended Next Steps

1. Apply the critical/high remediations above (typically <1 day of DNS work).
2. Re-scan after changes to confirm the authentication grade improves.
3. Ongoing: monthly monitoring of auth records, blacklist status, and placement signals — available as a retainer.

Analysis powered by the EDI domain-intelligence platform (public signals only — no test emails sent). This audit is
decision support, not a delivery or accuracy guarantee. Scan timestamp: 2026-08-07T18:07:47.718Z.


